Background {#Sec1}
==========

The Boolean satisfiability problem (SAT) consists in the following: for an arbitrary Boolean formula to decide if it is satisfiable, i.e. if there exists such an assignment of Boolean variables from the formula that makes this formula true. SAT is usually considered for a Boolean formula in conjunctive normal form (CNF), because SAT for any Boolean formula can be effectively reduced to SAT for some CNF. Despite the fact that SAT is an NP-hard problem, it has wide spectrum of practical applications because many combinatorial problems from different areas can be reduced to it (Biere et al. [@CR4]). The effectiveness of the SAT solving algorithms in the recent years dramatically increased. At the present moment these algorithms are often used in formal verification, combinatorics, cryptanalysis, bioinformatics and other areas.

In this paper we consider the applicability of the SAT approach to problems of inversion of some cryptographic functions. The corresponding SAT instances are hard and the success in their solving has at least two positive consequences. First, the SAT solving algorithms, that successfully cope with cryptanalysis instances, are powerful computing methods and can be applied to solving combinatorial problems from various classes. Second, they can be used to justify the resistance of cryptographic systems or to find their vulnerabilities. Unfortunately, today there is no unified term to represent the cryptanalysis via SAT approach. In the corresponding papers such phrases as "logical cryptanalysis", "SAT-aided cryptanalysis", "cryptanalysis via SAT solvers", etc. are used for this purpose. Hereinafter we will refer to it as *SAT-based cryptanalysis*.

The development of parallel SAT solving algorithms is very relevant. There are two approaches to constructing such algorithms: the portfolio approach and the partitioning approach. According to the portfolio approach one SAT instance is solved using different SAT solvers. During their work, SAT solvers share information (usually in the form of conflict clauses). According to the partitioning approach the original SAT instance is decomposed into a family of independent instances. For solving instances from the obtained family it is natural to use a parallel or a distributed computing system. Note that for a particular SAT instance there can be constructed a lot of different partitionings. In this case there arises a question: how to evaluate a partitioning and compare it to others? From the practical point of view it can be reformulated as follows: how to find relatively good partitioning in a reasonable time? In this paper we answer these questions.

Below we present the brief outline of this paper. First, we consider the problem of estimating the effectiveness of a SAT partitioning as a problem of estimating the expected value of a special random variable. To solve the latter problem we apply the Monte Carlo method in its classical formulation (Metropolis and Ulam [@CR26]). Then the problem of finding a SAT partitioning with a realistic estimated time, required to process it, is reduced to the optimization problem for the predictive function in a special finite search space. We use two metaheuristic algorithms to solve this problem: simulated annealing and tabu search.

The proposed methods for constructing SAT partitionings were tested in application to cryptanalysis of two well known stream ciphers: A5/1 and Bivium. The search for SAT partitionings was performed using a computing cluster. The corresponding cryptanalysis instances were solved using the found partitionings on the computing cluster and also in the volunteer computing project SAT\@home, that was developed by us specifically for the purpose of solving hard SAT instances via partitioning approach.

We would like to emphasize that this paper is a significant extension of the paper (Semenov and Zaikin [@CR35]), which appeared in the proceedings of 13th international conference on parallel computing technologies (PaCT'2015).

Monte Carlo approach to statistical estimation of effectiveness of SAT partitioning {#Sec2}
===================================================================================
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Algorithms for minimization of predictive function {#Sec3}
==================================================

Below we will describe the algorithm for finding good partitionings. This algorithm is based on the procedure minimizing the predictive function in the special search space.
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According to the scheme of the simulated annealing (Kirkpatrick et al. [@CR20]), the transition from $\documentclass[12pt]{minimal}
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Another metaheuristic scheme that we used for minimization of $\documentclass[12pt]{minimal}
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                \begin{document}$$\chi$$\end{document}$. If as a result the neighborhood of some point $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\chi '$$\end{document}$ becomes checked, the point $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\chi '$$\end{document}$ is removed from $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$L_2$$\end{document}$ and is added to $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$L_1$$\end{document}$. If we have processed all the points in the neighborhood of $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\chi _{center}$$\end{document}$ but could not improve the $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$F_{best}$$\end{document}$ then as the new point $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\chi _{center}$$\end{document}$ we choose some point from $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$L_2$$\end{document}$. It is done via the function getNewCenter($\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$L_2$$\end{document}$). To choose the new point in this case one can use various heuristics. In our current implementation the tabu search algorithm chooses the point for which the total conflict activity (Marques-Silva et al. [@CR22]) of Boolean variables, contained in the corresponding decomposition set, is the largest.

As we already mentioned above, taking into account the features of the considered SAT problems makes it possible to significantly decrease the size of the search space. For example, knowing the so called Backdoor Sets (Williams et al. [@CR38]) can help in that matter. Let us consider the SAT instance that encodes the inversion problem of the function of the kind $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathfrak {R}$$\end{document}$. In all our computational experiments we followed this path.

Computational experiments {#Sec4}
=========================

We implemented the algorithms from the previous section in the form of [PDSAT]{.smallcaps} MPI-program (<https://github.com/Nauchnik/pdsat>). One process of [PDSAT]{.smallcaps} is the leader process, all the other are computing processes (each process corresponds to 1 CPU core).

The leader process selects points of the search space (we use neighborhoods of radius $\documentclass[12pt]{minimal}
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                \begin{document}$$\chi =\chi \left( \tilde{X}\right)$$\end{document}$ it generates a random sample ([4](#Equ4){ref-type=""}) of size *N*. Each assignment from ([4](#Equ4){ref-type=""}) combined with the original CNF *C* defines the SAT instance from the decomposition family $\documentclass[12pt]{minimal}
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                \begin{document}$$\Delta _C\left( \tilde{X}\right)$$\end{document}$. These instances are solved by computing processes. When computing the value of the predictive function we assume that the decomposition family will be processed by 1 CPU core. We can extrapolate the estimation obtained to an arbitrary parallel (or distributed) computing system because the processing of $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\Delta _C\left( \tilde{X}\right)$$\end{document}$ consists in solving independent subproblems. In the computing processes [MiniSat]{.smallcaps} solver (Eén and Sörensson [@CR12]) is used. This solver was modified to be able to stop computations upon receiving corresponding messages from the leader process.

Below we present the estimations produced by [PDSAT]{.smallcaps} for SAT-based cryptanalysis of the A5/1 (Biryukov et al. [@CR5]), Bivium (Cannière [@CR7]) and Grain (Hell et al. [@CR16]) keystream generators. We used the [Transalg]{.smallcaps} system (Otpuschennikov et al. [@CR29]) to construct SAT instances for these problems.

Time estimations for SAT-based cryptanalysis of A5/1 {#Sec5}
----------------------------------------------------

For the first time the SAT-based cryptanalysis of the A5/1 keystream generator was considered in Semenov et al. ([@CR34]). Further we study this problem in the following form: to find the secret key of length 64 bits based on the given 114-bit keystream fragment. The [PDSAT]{.smallcaps} program was used to find partitionings with good time estimations for CNFs encoding this problem. The computational experiments were performed on the computing cluster "Academician V.M. Matrosov" of ISDCT SB RAS (<http://hpc.icc.ru/index.php>). One computing node of this cluster consists of 2 AMD Opteron 6276 CPUs (32 CPU cores in total). In each experiment [PDSAT]{.smallcaps} was launched for 1 day using 2 computing nodes (i.e. 64 CPU cores). We used random samples of size $\documentclass[12pt]{minimal}
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On Figs. [1](#Fig1){ref-type="fig"}, [2](#Fig2){ref-type="fig"}a, b three decomposition sets are shown. We described the first decomposition set (further referred to as $\documentclass[12pt]{minimal}
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                \begin{document}$$S_1$$\end{document}$) in the paper Semenov et al. ([@CR34]). This set (consisting of 31 variables) was constructed "manually" based on the analysis of algorithmic features of the A5/1 generator. The second one ($\documentclass[12pt]{minimal}
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                \begin{document}$$F\left( \cdot \right)$$\end{document}$ by the simulated annealing algorithm (see "[Algorithms for minimization of predictive function](#Sec3){ref-type="sec"}" section). The third decomposition set ($\documentclass[12pt]{minimal}
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                \begin{document}$$F\left( \cdot \right)$$\end{document}$ by the tabu search algorithm. In the Table [1](#Tab1){ref-type="table"} the values of $\documentclass[12pt]{minimal}
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                \begin{document}$$F\left( \cdot \right)$$\end{document}$ (in seconds) for all three decomposition sets are shown. Note that each of decomposition sets $\documentclass[12pt]{minimal}
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                \begin{document}$$S_3$$\end{document}$ was found for one 114 bit fragment of keystream that was generated according to the A5/1 algorithm for a randomly chosen 64-bit secret key.

Solving cryptanalysis instances for A5/1 in the volunteer computing project SAT\@home {#Sec6}
-------------------------------------------------------------------------------------

The values of predictive function presented in Table [1](#Tab1){ref-type="table"} show that the SAT-based cryptanalysis of the A5/1 generator requires quite significant computing power. Specifically for the purpose of solving hard SAT instances we developed the volunteer computing project SAT\@home (Posypkin et al. [@CR31]). Volunteer computing (Durrani and Shamsi [@CR9]) is a type of distributed computing which uses computational resources of PCs of private persons called volunteers. Each volunteer computing project is designed to solve one or several hard problems. SAT\@home is based on the BOINC platform (Berkeley Open Infrastructure for Network Computing Anderson [@CR2]). SAT\@home was launched on September 29, 2011 by Matrosov Institute for System Dynamics and Control Theory of Siberian Branch of Russian Academy of Sciences and Kharkevich Institute for Information Transmission Problems of Russian Academy of Sciences. On February 7, 2012 SAT\@home was added to the official list of BOINC projects (<http://boinc.berkeley.edu/projects.php>).

The experiment aimed at solving 10 cryptanalysis instances for the A5/1 keystream generator was held in SAT\@home from December 2011 to May 2012. We used the rainbow-tables (<http://opensource.srlabs.de/projects/a51-decrypt>) to construct the corresponding instances. When analyzing 8 bursts of keystream (i.e. 912 bits) these tables allow to find the secret key with probability about 88%. We randomly generated 1000 instances and applied the rainbow-tables technique to analyze 8 bursts of keystream, generated by A5/1. Among these 1000 instances the rainbow-tables could not find the secret key for 125 problems. From these 125 instances we randomly chose 10 and in the computational experiments applied the SAT approach to the analysis of the first burst of each corresponding keystream fragment (114 bits). For each SAT instance we constructed the partitioning generated by the $\documentclass[12pt]{minimal}
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                \begin{document}$$S_1$$\end{document}$ decomposition set (see Fig. [1](#Fig1){ref-type="fig"}) and processed it in the SAT\@home project. All 10 instances constructed this way were successfully solved in SAT\@home (i.e. we managed to find the corresponding secret keys) in about 5 months (the average performance of the project at that time was about 2 teraflops). The second experiment on the cryptanalysis of A5/1 was launched in SAT\@home in May 2014. It was done with the purpose of testing the decomposition set found by tabu search algorithm. In particular we took the decomposition set $\documentclass[12pt]{minimal}
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                \begin{document}$$S_3$$\end{document}$ (see Fig. [2](#Fig2){ref-type="fig"}b). On September 26, 2014 we successfully solved in SAT\@home all 10 instances from the considered series.

It should be noted that in all the experiments the time required to solve the problem agrees with the predictive function value computed for the desomposition sets $\documentclass[12pt]{minimal}
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                \begin{document}$$S_3$$\end{document}$. Our computational experiments clearly demonstrate that the proposed method of automatic search for decomposition sets makes it possible to construct SAT partitionings with the properties close to that of "reference" partitionings, i.e. partitionings constructed based on the analysis of algorithmic features of the considered cryptographic functions.

Time estimations for SAT-based cryptanalysis of Bivium and Grain {#Sec7}
----------------------------------------------------------------

The Bivium keystream generator (Cannière [@CR7]) is constructed from two shift registers of a special kind. The first one contains 93 cells and the second one contains 84 cells. The Grain keystream generator (Hell et al. [@CR16]) also uses 2 shift registers: first is 80-bit nonlinear feedback shift register (NFSR), second is 80-bit linear feedback shift register (LFSR). To mix registers outputs the generator uses a special filter function *h*(*x*). In accordance with Maximov et al. ([@CR24]), Soos ([@CR37]) we considered cryptanalysis problems for Bivium and Grain in the following formulation. Based on the known fragment of keystream we search for the values of all registers cells at the end of the initialization phase. It means that we need to find 177 bits in case of Bivium and 160 bits in case of Grain.

Usually it is sufficient to consider keystream fragment of length comparable to the total length of shift registers to uniquely identify the secret key. Here we followed Eibach et al. ([@CR10]), Soos ([@CR37]) and set the keystream fragment length for Bivium cryptanalysis to 200 bits and for Grain cryptanalysis to 160 bits.

In our computational experiments we applied [PDSAT]{.smallcaps} to SAT instances that encode the cryptanalysis of Bivium and Grain according to the formulations described above. In these experiments to minimize the predictive functions we used only the tabu search algorithm, since compared to the simulated annealing it traverses more points of the search space per time unit. Also we noticed that the decomposition set for the A5/1 cryptanalysis, constructed by the tabu search algorithm, is closer to the "reference" set than that constructed with the help of simulated annealing.

During the cryptanalysis of Bivium and Grain in the role of $\documentclass[12pt]{minimal}
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                \begin{document}$$\tilde{X}_{start}$$\end{document}$ we used the set formed by the variables encoding the cells of registers of the generator considered at the end of the initialization phase. Further we refer to these variables as *starting* variables. Thus $\documentclass[12pt]{minimal}
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                \begin{document}$$\left| \tilde{X}_{start}\right| =177$$\end{document}$ in case of Bivium, and $\documentclass[12pt]{minimal}
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                \begin{document}$$\left| \tilde{X}_{start}\right| = 160$$\end{document}$ in case of Grain. When computing predictive function values [PDSAT]{.smallcaps} used random samples of size $\documentclass[12pt]{minimal}
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                \begin{document}$$N=10^5$$\end{document}$. It was launched for 1 day using 5 computing nodes (160 CPU cores in total) within the computing cluster "Academician V.M.Matrosov". So there was 1 leader process and 159 computing processes. Time estimations obtained are $\documentclass[12pt]{minimal}
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                \begin{document}$$F_{best}=3.769\times 10^{10}$$\end{document}$ for Bivium and $\documentclass[12pt]{minimal}
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                \begin{document}$$F_{best}=4.368\times 10^{20}$$\end{document}$ seconds for Grain. Corresponding decomposition set $\documentclass[12pt]{minimal}
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                \begin{document}$$\tilde{X}_{best}$$\end{document}$ for Bivium is marked with gray on Fig. [3](#Fig3){ref-type="fig"} (50 variables) and the decomposition set for Grain is marked with gray on Fig. [4](#Fig4){ref-type="fig"} (69 variables). Interesting fact is that $\documentclass[12pt]{minimal}
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                \begin{document}$$\tilde{X}_{best}$$\end{document}$ for Grain contains only variables corresponding to the LFSR cells.

In Eibach et al. ([@CR10]), Soos et al. ([@CR36]), Soos ([@CR37]) a number of time estimations for SAT-based cryptanalysis of Bivium were proposed. In particular, in Eibach et al. ([@CR10]) several fixed types of decomposition sets (*strategies* in the notation of Eibach et al. ([@CR10])) were analyzed. The best decomposition set from Eibach et al. ([@CR10]) consists of 45 variables encoding the last 45 cells of the second shift register. Note that in Eibach et al. ([@CR10]) the corresponding estimation of time equal to $\documentclass[12pt]{minimal}
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                \begin{document}$$1.637\times 10^{13}$$\end{document}$ was calculated using random samples of size $\documentclass[12pt]{minimal}
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                \begin{document}$$10^2$$\end{document}$. In Soos et al. ([@CR36]), Soos ([@CR37]) the estimations of runtime for [CryptoMiniSat]{.smallcaps} solver, working with SAT instances encoding Bivium cryptanalysis, were presented. From the description of experiments in these papers it can be seen that authors used probabilistic experiment to estimate the sets of variables chosen by [CryptoMiniSat]{.smallcaps} during the solving process and extrapolated the estimations obtained to time points of the solving process that lay in the distant future. Note that in Soos et al. ([@CR36]), Soos ([@CR37]) the problem of estimating the effectiveness of a particular partitioning is not considered as the problem of estimating the expected value of some random variable (that is necessary for it to correspond to the Monte Carlo method in its classical sense). Apparently, as it is described in Soos et al. ([@CR36]), Soos ([@CR37]), the random samples of size $\documentclass[12pt]{minimal}
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                \begin{document}$$10^3$$\end{document}$ were used. In the Table [2](#Tab2){ref-type="table"} all three estimations mentioned above are shown. The performance of one CPU core we used in our experiments is comparable with that of one CPU core used in Soos et al. ([@CR36]), Soos ([@CR37]).

Solving cryptanalysis instances for Bivium and Grain {#Sec8}
----------------------------------------------------

Since the values of predictive functions for Bivium and Grain cryptanalysis turned out to be quite large, in our computational experiments we studied "weakened" variants of the corresponding instances. For this purpose we used the sets of the so called "guessing bits" (Bard [@CR3]). The instances obtained were solved on a computing cluster (with the help of [PDSAT]{.smallcaps}) and in the SAT\@home project.

In the solving mode of [PDSAT]{.smallcaps} for $\documentclass[12pt]{minimal}
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                \begin{document}$$\tilde{X}_{best}$$\end{document}$ found during predictive function minimization all $\documentclass[12pt]{minimal}
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                \begin{document}$$2^{\left| \tilde{X}_{best}\right| }$$\end{document}$ assignments of variables from $\documentclass[12pt]{minimal}
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                \begin{document}$$\tilde{X}_{best}$$\end{document}$ are generated. [PDSAT]{.smallcaps} solves all corresponding SAT instances. To compare obtained time estimations with real solving time we used [PDSAT]{.smallcaps} to solve several cryptanalysis problems for Bivium and Grain with several known guessing bits. Below we use the notation *BiviumK* (*GrainK*) to denote the cryptanalysis of Bivium (Grain) with known *K* guessing bits. In the role of guessing bits in all cases we chose known values of *K* starting variables encoding the last *K* cells of the second shift register. We solved 3 instances for each of the following problems: Bivium16, Bivium14, Bivium12, Grain44, Grain42 and Grain40.

In the following experiments for each BiviumK (GrainK) problem we computed the estimation for the first instance from the corresponding series and used the obtained decomposition set for all 3 instances from the series. To get more statistical data we did not stop the solving process after the satisfying assignment was found, thus processing the whole decomposition family. In the Table [3](#Tab3){ref-type="table"} for each problem we show the time required to solve it using 15 computing nodes (480 CPU cores total) of "Academician V. M. Matrosov". The estimation of time was computed for the first instance (inst. 1) in all cases. The estimation for 480 CPU cores is based on the estimation for 1 CPU core. According to the results from this table, on average the real solving time deviates from the estimation by about 8 %.

We also solved the Bivium9 problem in SAT\@home. With the help of [PDSAT]{.smallcaps} the decomposition set formed of 43 variables was found. Using this decomposition set 5 instances of Bivium9 were solved in SAT\@home in about 4 months from September 2014 to December 2014. During this experiment the average performance of the project was about 4 teraflops.

It should be noted that for all considered BiviumK and GrainK problems the time required to solve the corresponding instances on the computing cluster and in SAT\@home agrees well with values of the predictive function found by our approach.

Related work {#Sec9}
============

Apparently, the paper Cook and Mitchell ([@CR8]) was the first work in which it was proposed to use SAT encodings of inversion problems of cryptographic functions as justified hard SAT instances. One of the first examples of SAT encodings for a widely known ciphering algorithm was proposed in Massacci and Marraro ([@CR23]): in particular, in that paper the process of constructing SAT encoding for the DES algorithm was described. To the best of our knowledge, the first example of successful application of SAT solvers to cryptanalysis of real-world cryptographic functions was given in Mironov and Zhang ([@CR27]). It used the SAT solvers to construct collisions for the hash functions from the MD family.

The monograph (Bard [@CR3]) contains systematic research of various questions regarding algebraic cryptanalysis. A substantial part of this book studies the possibilities of the use of SAT solvers for solving cryptanalysis equations represented in the form of algebraic systems over finite fields.

The A5/1 algorithm is still used in many countries to cipher GSM traffic. During the long lifetime of this algorithm a lot of attacks on it have been created. However, the first attacks that allowed to find the secret key in manageable time were presented by the A5/1 Cracking Project Group in 2009 \[27\]. These attacks were in fact developed from the Rainbow method (Oechslin [@CR28]). In Güneysu et al. ([@CR15]) a number of techniques, used in the A5/1 Cracking Project to construct Rainbow tables, were presented. The cryptanalysis of A5/1 via Rainbow tables has the success rate of approximately 88 % if one uses 8 bursts of keystream. The success rate of the Rainbow method if one has only 1 burst of keystream is about 24 %. In all our computational experiments we analyzed the keystream fragment of size 114 bits, i.e. one burst, and considered only instances for which the solution could not be found using the Rainbow method. We successfully solved in SAT\@home several dozens of such instances. In Semenov et al. ([@CR34]) we described our first experience on the application of the SAT approach to A5/1 cryptanalysis in the specially constructed grid system BNB-Grid. In that paper we found the set $\documentclass[12pt]{minimal}
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                \begin{document}$$S_1$$\end{document}$ (see "[Time estimations for SAT-based cryptanalysis of A5/1](#Sec5){ref-type="sec"}" section) manually, based on the peculiarities of the A5/1 algorithm.

The Bivium generator is a weakened variant of the Trivium generator (Cannière [@CR7]) developed within the context of the eSTREAM project. The detailed analysis of its vulnerabilities was performed in Maximov et al. ([@CR24]). As far as we know, the cryptanalysis estimations from that paper were not verified with the exception of the distinguishing attack. Later the Bivium generator became quite a popular object of the SAT-based cryptanalysis. The paper Mcdonald et al. ([@CR25]) was the first research in that direction. In Eibach et al. ([@CR10]) there was described the SAT-based attack on Bivium, which used specially constructed sets of guessing bits. One of the advantages of Eibach et al. ([@CR10]) consists in the fact that their computational experiments are easy to reproduce. In Soos et al. ([@CR36]), Soos ([@CR37]) there was constructed a time estimation for the SAT-based cryptanalysis of Bivium, that was much better than all previous estimations. Essentially, to construct it the Monte Carlo method was used (in Soos [@CR37] the author even uses the term "Monte Carlo algorithm"). However that paper does not really contain any references to theoretical basics of the method: there is no formal definition of the random variable, the expected value of which is estimated. The main novelty of our approach consists in strict justification of the applicability of the Monte Carlo method to estimating the effectiveness of SAT partitionings, and in using metaheuristic algorithms (simulated annealing and tabu search) for finding partitionings with good estimations of total time required to process them.

The Monte Carlo method for estimating the expected value of a random variable was first proposed in Metropolis and Ulam ([@CR26]). There are a lot of modern guides and handbooks containing the description and the results of application of this method, for example, Kalos and Whitlock ([@CR19]).

Simulated annealling was first described in Kirkpatrick et al. ([@CR20]). It is used to solve optimization problems from various areas. Tabu search is another widely used metaheuristic method originated from Glover and Laguna ([@CR14]).

The questions regarding solving SAT in parallel and distributed environments were considered in a number of papers. In particular, in Hyvärinen ([@CR17]) a systematic review of methods for constructing SAT partitionings is presented.

The grid systems aimed at solving SAT are relatively rare. In Schulz and Blochinger ([@CR33]) a desktop grid for solving SAT which used conflict clauses exchange via a peer-to-peer protocol was described. Apparently, Black and Bard ([@CR6]) became the first paper about the use of a desktop grid based on the BOINC platform for solving SAT. Unfortunately, it did not evolve into a full-fledged volunteer computing project. The predecessor of the SAT\@home was the BNB-Grid system (Evtushenko et al. [@CR11]; Semenov et al. [@CR34]), that was used to solve first large scale SAT-based cryptanalysis problems in 2009.

At the present moment there are several common principles that lie in the basis of modern SAT solvers. From many years of our experience we believe that in application to cryptanalysis instances the best solvers are the ones based on the CDCL concept (Marques-Silva et al. [@CR22]). It might seem surprising that CDCL solvers show good results even when we solve inversion problems for functions with large number of preimages (for example, when we search for collisions of cryptographic hash functions). Nowadays there are many CDCL-solvers that have a common basic architecture but differ in details and heuristics.

Conclusion {#Sec10}
==========

In the present paper we propose the method for constructing SAT partitionings for solving hard SAT instances in parallel. This approach is based on the Monte Carlo method (in its classical form) for estimating expected value of random variable. From our point of view the proposed method and the corresponding algorithms can be used in SAT-based cryptanalysis, that is an actively developing direction in cryptography. We tested our method in application to cryptanalysis of several keystream generators (A5/1, Bivium, Grain). In the nearest future we are going to expand the list of metaheuristics used for minimization of predictive functions. Also we plan to investigate the question of accuracy of the estimations obtained by the Monte Carlo method for the considered class of problems in more detail.Fig. 1Decomposition set $\documentclass[12pt]{minimal}
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